
Updated as of 5/23/2018 11:27 AM  Enabling Your MFA Account for Use  

Enabling your MFA account for Use 

Welcome to the State of Nebraska Multi-Factor Authentication (MFA) solution, 
provided by Microsoft. MFA technologies provide enhanced security--on top of the standard 

username/password authentication mechanisms. When MFA is enabled for a service or an 

application, you can rest assured that any login attempts using your credentials will only be allowed 

when you approve the request with an additional form of authentication, something you have.  

When logging into certain applications such as email, with your MFA account enabled, you will be 

asked to provide additional authentication using one of the following methods:  

• Approval via push notification - Deny or approve a login attempt from your Smartphone. 

• Soft Token - Enter a rotating 6-digit code provided by a Smartphone app. 

• Hard Token - Enter a rotating 6-digit code provided by a key-fob device. 

• Text Token - Enter a One-Time Passcode provided by a text message. 

Setup your MFA Account in 9 Steps  
1. Begin by navigating to the OCIO Network Services Multi-Factor Authentication website: 

https://cio.nebraska.gov/network-serv/mfa/index.html 

2. Scroll down to the lower half of the page, click “Multi-Factor Authentication User Portal” 

 

3. Login with your Windows AD account and password 

http://cio.nebraska.gov/network-serv/mfa/index.html
http://cio.nebraska.gov/network-serv/mfa/index.html


Page 2 of 5  
 

Updated as of 3/24/2020 11:13 AM Enabling Your MFA Account for Use  

For First-Time MFA users: You will be prompted with the User Setup dialogue box 

 
 

4. Set the Method 

a. Push Notification Users  Select:  

Select “Generate Activation Code” 

b. Soft Token Users  Select:  

 Select “Generate Activation Code” 

c. Text Message Users Select:  

 Enter 10 digit phone number and Select “Text Me Now to Authenticate” 

5. For Hard Token users:  Press the button to display the 6-Digit Code 

For Soft Token or Push Notification users: 

d. Install and run the Microsoft Authenticator app available from your app store 

i. Allow app to access Camera so you can Scan the QR Code 

e. Add a “Work or School Account” 

f. Scan the QR Code or Enter Activation Code and URL manually  

g. Successful installation will display the Soft Token (6-digit code) 
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6. Select "Authenticate Me Now" 

7. For Hard Token,  Soft Token, and Text Message users: 

a. You should see the Verification Code Screen 

 

b. In the Code box, enter the 6-digit number that is being displayed on your smartphone app 

c. Select "Log In", which should take you to the Security Questions screen  

8. For Push Notification users: 

a. A Pop-Up notification on your smartphone should appear 

b.  

c. Selecting the Approve option on your smartphone will take you to the Security Questions screen in 

your browser 

  

1. Complete the Security " ntin" 
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9. Complete the Security Questions and select "Continue" 
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When you are presented with the Welcome screen, your MFA User Account is complete.  

 


